NEC

BEEOUI7Z7UYAARAR

Bl U

= 9 .2 2
17 -1 3
BB I DT ... s e e s e ne e e a e e e nRn e R e e R nae e nRn e nnnanas 4
2 0 s - 3 4
R0 - 4
i LT O et R B e T 5
Y e S 0 B e e 6
ey R L = = | = 7
B AR 70k 7 - - | 7
[ R 7 2 N1 i B g 9
BEETTRU S/ DZEEE ...ooecececercceresssesssesssess s esse e sesessesessesessEse s e casEsessEseASE e A e SR £ S AnE SR £ SR nEnEeenE e e e e eAnEnanEanaen 11
B ) - 11
S A L =l < 16
ST AC @ & =30 ik RN ) Yz L . 24
Sl A O 8 -1 Lk o A = | 32
= L P 34
1 37

20244 108 GM1674J1-3 £ 1k BABSHRESH



EU&IC

COVRF. BHREZSEVEIFOREE, FTELECHUNESTETVET,
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1 EmOooolE

1.1 EEa07 &l

BEEOJ LR BE. BHEE. 1—Y—RERE, MR TREVCERLGSER LUIE, BEEEREFU
FYI) Z. LD [fan GEN) I TES Ul [ZOBRESE>feh]. ZEBRLUILHD T,

EBEOJHKEZERT L. AEORNEEAPREERADORS ZERTEET.

1.2 EEOJ O#EE

EBEOJ DREF

AETREUEBERZ, BEBEOJEUTHREFICERULET,
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EFOJ0RUEL
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TEI,

EEEO D' D Syslog iX(E

KIKICEERIN TV B EEDT X, Syslogixfg (Syslog ORI ZEFE>THRY RT—TJ LD~
Ea1—9—ITXE) I5TENTEET,
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1.3 HYWHULEEEOIDI#—I vk

v 5i5ER
158 iz A
TJ4— v bhN=Y3 B REEE 3]
FINAZAIP7ZRUZR FARHF @~2.0~9), Ry |[IP7ZRUX (IPv4, Ffcl& IPvo)
b (). 30V () TEREN
praz2 ]l
FSEHAR praz2 ]l UTF-8 [CEE
FALY— -720~720 GMT ZE82E & UTchsE
BED. FFAREVAEZRDYEY
AFREELFT,
FHABHT#—< v b YYYY/MM/DD.
MM/DD/YYYY,
Fzld DD/MM/YYYY
EBOJER
158 iz A
O27%#5RIF (LogID) 2 (1 ~60000) EEBEZELRCE VRSN D HH
?
F£HH (Date) pr2 ] EESRREOFAH
B (Time) hh:mm:ss EBESRALORE (o
EBEEREHITF 16 EEE (00000 ~ Oxffff) | BEEBRICHINT DHAIF
(Audit Event ID)
EBERE praz2l EESRDER|ZRI T
(Logged Events)
1—8%—% (User Name) praz2 ]l EEEgARESERI-Y—%RK
9T *
EEEERF praz2 ]l BEBEERDFD
(Description)
&R /KA (Status) pra2l HEUCEESROUBRER. F
(FIRRE
ERREFIEE praz2l EESEROERRTIER
(Optionally Logged Items)

*LEEORS 1-Y—1ID
1—%— D A FRBERES : 1—Y'—%2
1—HY—ID, I—Y—2Hh A EDHRARIES : -
BHEEE | KO
AANY—TIVIZ7 :CE
SREIREER 1 —Y'— : Guest
YR T LNBRENMEICEER T 356G  System
SNMP #Z2HDI5S : SNMP:admin



1.4

Syslog EEDAX v E—IT+—I v b

158 fizxk HER
Priority B KD CTETESINDHEHY
Facility << 3| Severity
* Facility XA TERELE T,
* Severity & [6] [CEESNTVR
g-o
N—=ay 1 (1] ([CEE
(537 yyyy-mm-ddThh:mm:ssZ EESRELEDOFRAEABKIURHE
(D)
IA LYV —2IFUTC T,
HEIEER FQDN. TR MEZDHE : —
XF5
IPvd 7 R ADIZE -
nnn.nnn.nNN.NNN
App-Name WiEJ—Rr-2U7)L3—R EI—-—RFLREFYUPZ)LI—R
(HmES) P TIBEOBEE. [-] Z
BT 2
Procld [-] [CEE
Msgld [-] [CEE
Structured-Data [-] [CEE
EEOJID ID=nnnnnn BEBEERELRCE VRSN
?
1—5—-% UserName= =7 BEBEERERECELI—Y—&X
IXF5
i
* EBEOJEHR
EBEERY Event= X3 EBESRICHINT 25T
EBERFH Description= X5 BEBERDFM
&SR / 1REE Status= X7 HEUCEASRONEBER. Fic
(FIKAE
ERIECERIEE Optltems= X5l EBESROERH|GCERIER




2.1

a2 DOIRFIRE

TINA ZADIREZ(L

156 HEA
EEEERMAIF (Audit Event ID) | 0x0101
EBEBERY (Logged Events) [System Status]
TINA ADFERIBE KTHET
BEI—MIELBZI-ILRRI—-H
158 A

F#£HH (Date). B (Time)

T INA ZH¥ Ready &7 febER

1—H%—% (User Name)

-]

ESEEREH# (Description)

[Started normally (cold boot) |

f&5R / 1REE8 (Status)

-

ERRFIEE
(Optionally Logged Items)

-

BEIT—BMIELBZ3I9Fr—LRI—b

I5H

SR

FHH (Date). BFE (Time)

T INA ZH¥ Ready & 73> febER

1—H%—% (User Name)

-

EBEERFFH (Description)

[Started normally (warm boot) |

faoR / K& (Status)

-

ERIREFIEE
(Optionally Logged Items)

-

SEHOJHEICKBIIB LT

IR

A

F£HH (Date). B (Time)

T INA ZH¥ Ready &7 febER

I1—Y%—% (User Name)

-]

EBEERFFH (Description)

[Started (NVM initialized) |

fasR / K& (Status)

-

ERIREFIEE
(Optionally Logged Items)

-




Sl R b —JHHHEIC K BB EIF

I5H

A

F£HH (Date). BFE (Time)

T INA ZH¥ Ready & 735 FebER

1—H%—% (User Name)

-

EBEERFFH (Description)

[Started (Storage initialized) |

f&5R / 1KEE8 (Status)

-]

ERIREFIEE
(Optionally Logged Items)

-]

vy IO

I5H

A

FHH (Date). BFE (Time)

TINA ZANBRDA TERZRH UTeHFR

1—H%—% (User Name)

-

EBEERFFMH (Description)

[Shutdown requested]

fasR / K& (Status)

-

ERIREFIEE
(Optionally Logged Items)

723y

BRK 64 1\A K HEXFIZEZELEW)
BEEZEIHUIEESGIE [Recovered from failures)
FNLHDIEEF -]

TILTTA b

EILT T A FDIER

15

A

FHH (Date). BFE (Time)

T INA ZH¥ Ready T3 2 EH]

1—H%—% (User Name)

-

EBEERFFH (Description)

[Self Test]

f&5R / 1KEE8 (Status)

[Successfull. ZF7zl& [Failed]

ERIREFIEE
(Optionally Logged Items)

ROM Imagel1 OF v I Y LlE
ROM Image2 ODF v I Y L(E




2.2

OJ48&K0T0O79k

I5H

A

EEEREAF (Audit Event ID)

0x0201

EBERE (Logged Events)

[Login/Logout]

1\ [} E
1—Y —&5:

aog4>

I5H

A

F£HH (Date). BFE (Time)

1 —Y'—DFBEHERNITERE U b

1—H%—% (User Name)

074 URHROI—T—ID

EBEERFFH (Description)

[Login]

fasR / K& (Status)

[Successfull . [Failed (Invalid UserlD) | . [Failed (Invalid
Password)]. ZFzl& [Failed]

ERIREFIEE
(Optionally Logged Items)

P IERGE
[Locall. [Web User Interface]. ZF7zI& [Printer Driver]
RAME

B 45 N1 b (IS FIZZFRW)
P77 U

[ = |
* I[P 7 RUAHDFREDIFS.
R—~FPU Y MDEREEICKBI LT
SRELSE
[Locall. TRemote]. &F7zl& [Custom]

=El

[System  Administrator] . [Accounting Administrator] .
[Customer Engineer| . [Customer Engineer (Unlimited
Operation)]. [Casual Operator]. Ffzl& [-]

c OJA VICKHUIIBEIE [-]. ¥WEEEF [System
Administrator]. AZX ¥ —IT I Z7IF [Customer Engineer].
— M1 - —BKUREAERER I ——(F [Casual Operator] &
EEINET,

O—AL7 I EADBEE. FFFS5A
zald. [-] EERINITT,

| w2

s FSAR=NFUY DSREECKRMUTIZEDERDT[E. RDFHZT N Tl U EEICEEREINE T,
- PSAR—RFUY MDEUT. BREL/ FSAN—KTFUY FDFRE] RO ESH

- [BZ{EHE]

- [ERsERThD Y 3 7]

- BREIARIEDY 3 T]

- [User DIaLDY3 7]

F[PU VS —DFRERCHES]

L [PSAR=RTUY MRRE]
D [¥a T %Lk

D [¥3 7%k

- UV NI 3 TOEEN. RDEBSH
- PUYRYITICAEETNTVBR I —EROI—Y—ERENKK LT
- A-Y-BERISENTLRBVW YUY R 3T




o279k

I5H

A

F£HH (Date). BFE (Time)

1—Y—0O7 7Y hEKRZERH LT

1—H%—% (User Name)

074 URHROI—F—ID

EEBEERFHM (Description) [Logout]

#&R / 1K8E8 (Status) [Successfull. Fz(& [Failed]

@ﬂ%ﬁﬁﬁ P ItERAEE

(Optionally Logged Items) [Locall. ZFrzld [Web User Interfacel
RAME
BAK A5 /N4~ (IHEXFHEZSERL)
P77 KRR

* IP7 RUZADFREADIZE, FFO—-NILF7ITEADGEERF. [-] &
EEEINE T,

ROy I
e

* BHIAZIVTICKDTIF. MRERBZOTAVER (KRB KFWEICERSINBZIIENHIFET,

I5H

A

F£HH (Date). BFE (Time)

I Casal [CRB U Ic @D, AT LA TERE U ELE Uk

M

1—Y—% (User Name)

OJ4 WgO1—4— D

ESEEREH# (Description)

[Locked Authentication]

f&55R / 1KEE8 (Status)

-]

ERIREFIEE
(Optionally Logged Items)

0w X CTORELT > —[OE

RIEERAKERA
fiE

* BHIAZIVTICKSTIF. MRERZZOTAVER (KRB KWEICERSNBZIENHIFET,

I5H

A

FHH (Date). BFE (Time)

FUERFIAIC, 38t CRREEICRM LI @D, Y AT LATHRE U
HICEZEULERR

1—H%—% (User Name)

074 WHROI—T—ID

EBEERFFH (Description)

[Detected continuous Authentication Faill

fasR / K& (Status)

-

ERIREFIEE
(Optionally Logged Items)

®EFEE (PObM3aW)
[SNMPv3]. [Web User Interface]. &zl& [-]

NEWEEREL S TOERSIEET S — O

10




2.3

BENUY—DEE

158 HEA
EBERAAF (Audit Event ID) | 0x0301
EBEBERY (Logged Events) [Audit Policy]
BET—INDT7ITIER
EEOJREDEIL
158 HEA
F£HH (Date). B5& (Time) R EBEEZRE UCiFR
1—Y—% (User Name) a1—%—1D
EEBEERFHM (Description) [Audit Log]
f&5R / JRBE (Status) [Enabled]
ERIREFIER -]
(Optionally Logged Items)
EEOJREDEINL
I5H A
F£HB (Date). B (Time) ZERTEEBZRTE UIckRim
1—8%—% (User Name) 1—%—1D
EEEEREHME (Description) [Audit Log]
&R / IRR& (Status) [Disabled]
ERREFIEE -]
(Optionally Logged Items)
LR\ N
24 JaJorRT
158 HEA
EBERAAF (Audit Event ID) | 0x0401
EBEBERSY (Logged Events) [Job Status|
=
Uy —
I5H A

F£HH (Date). B (Time)

T3aTHET LIl

1—H%—% (User Name)

JadrEEFUREI—Y—DI1—Y—ID. Fld1—v—%

ESEEREH# (Description)

[Print]

11




IR

A

f&R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root &3 2" UUID

BA36 /N1~ RIFEFIESERL)
root ¥'32'UUID &35%Y' 3 J'&EDRSE
[Related]. ZF/=lE [Owned]

Job Account ID

BR324~ (RIFNFIZEZSFLZW)
BARESNTLRVESE [-]

rovayv

BA 64 N4~ (RIFNFIZEZSFDZW)

[ EN=—B5ARRR ] Z R U 2155 (& [Released forced output]
ZNRS DB [-]

KA ME

BRA 45 N1 & (IRIFNFIZZFLZW)

e IRA REZHAFRHEDZESIZIP 7 RURATRARZEIP 7 RLUROEmAHD
REEDZEF. [-] EEE|EINET,

T714I3A
BK 64 N4~ (HEXF5ZSEE)
BEHNBRESNTVRVESE [-]
al)947>
BAK 16 /1\1 ~ (HEXF5ZSEE)
BEHINBRESNTVRVESE [-]

ae—
156 HER
FHB (Date). B (Time) I3 ThHET UIER
1—H—% (User Name) V37 EEFLEI-Y—-D1—— D, FrF1-—T-%
EEBERFM (Description) [Copy]

f&55R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root &3 2" UUID

BA36 /N1 b RFEFIESERL)
root ¥'32'UUID &35%Y' a3 J' & DRSE
[Related]. ZF/=lE [Owned]

Job Account ID

BA 32 N\A b (IR FHNZESTR)
ENRESNTVRWESF [-]

r7ovav

BA 64 N1 b (IR FHZESTR)

[ EN=—B5ARRR | Z R U c15 5 (& [Released forced output]
[HIPR O — MARA—B5#EFR] ZEME UTcZG(E [Ignored inhibited
code]

ZNRS DB [-

12




AF T —

I5H

A

F£HH (Date). BFE (Time)

I3 THET UTelsm

J1—Y—% (User Name)

V37 EEFLUEI—Y-DI1—— D, FF1-—T-%2

EBEERFFH (Description)

[Scan]

fasR / K& (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F1zl&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root 32" UUID

BA36 /N1~ (MIEXFS I EZSERL)
root ¥'3 2 UUID &%y 3 D' & DRESE
[Related]. ZF/zlE [Owned]

Job Account ID

BR324~ (IEXFS I ESTRL)
EHNRTENTLRVWESIE [-]
73

BRK64 N4~ (RFEEFIESEZL)
[HIRR O — NARA—B5#PR] ZEE U 12iZa (& [Ignored inhibited
code]

[EBS1t] == UIczEE [Encrypted]
[BR] ZXEUIBE(E [Signed]
CEOBREFDERLU TVRWVESE [-]
3E5%ER (to)

BRK 64 /N4~ (HXFIESERL)
BEHNERESNTOVRVWESIE [-]

* RDENDHERESNE T,
- A=)LIXE  A=IL7 RUR
- PC®%F (SMB) : RARZ +HELZ +/NAZ+T7 1L
- PC1®7E (FTP/SFTP) : RA MR+ NREZ+T7AIL%
- AirPrint Scan : iIRZX %
- WSD Scan : RA &
ix(E&E® (from)

BA 64 /N4~ (HEXFINZESFE)
ENRESNTLRVESE [-]

R
T X—LT RURRODNRESNET,
URL :={EXE ID

BAR 10\ b (HHEXFINZESFEL)
ENRESNTLRVESE [-]

* X=)L7 RUREIFHRESNET,

I79A

I5H

SR

FHH (Date). BFE (Time)

I3 THET UTelsm

1—Y—% (User Name)

V37 EEFLUEI—Y-DI1—— D, FrF1-—T-%2

13




IR

A

ESEEREH# (Description)

[Fax]

f&5R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root &3 2" UUID

BA36 /N1~ (IEXFI I ESTRL)
root ¥'32'UUID &35%Y' 3 J' & DRSE
[Related]. ZFrzld [Owned]

Job Account ID

BA 32 /N4 ~ (IREXFFZSFHL)
EPRESNTVRWVESE [-]

r7ovav

B 64 N b (BImNFIZSERW)

[ EN=—BSARRR | Z R U c15 5 (& [Released forced output]
[HIPR O — MRA—B5#EbR] ZEME UTciZG(E [Ignored inhibited
code]

EOBRIEDERL TLRWVEEIE [-]

5E5%k& (to)

SESCEBsEES. RICIF7 RURIRDIESLR (GLEFZESER)
B 64 N b (BImNFIZSERW)
EPRESNTVRWVESE [-]

XE&ER (from)

B 64 N1 b (BIENFIZSERW)
EPRESNTVRWVESEF [-]

* XA=)L7 RUREIFHERESINE T,

mRyI2RX

IR

A

F£HH (Date). B (Time)

Va3 THhHET UTelis

1—H%—% (User Name)

JadrEEFUREI—Y—DI1—Y—ID. Fld1—v—%

ESEEREH# (Description)

[Mailbox]

f&55R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root &3 2" UUID

BAR36 /N1~ (IEXFI I EZSTRL)
root ¥'32'UUID &35%Y' a3 J' & DRSE
[Related]. ZFrzld [Owned]

Job Account ID

BA 32 N\A b (IR FINZESTR)
BARESNTLRWVESE [-]

FIvaY

BA 64 N1 b~ (IR FHZESTR)

[ EN=—B5ARRR ] Z R U 2155 (& [Released forced output]
ZNRS DB T-]




LiR—bk

I5H

A

F£HH (Date). BFE (Time)

I3 THET UTelsm

J1—Y—% (User Name)

V37 EEFLUEI—Y-DI1—— D, FF1-—T-%2

EBEERFFH (Description)

[Print Reports]

fasR / K& (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F1zl&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root '3 2 UUID

BA36 /N1~ (IHENFEHZESEZR)
root ¥'3 7 UUID &2i5%Y'3 J & DRGE
[Related]. &Frzld [Owned]

Job Account ID

BA 321\~ (REXFIZZHFRL)
ENRESNTLRVESE [-]

¥aJoo-—

I5H

SR

FHH (Date). BFE (Time)

I3 TET UTelsa

1—Y—% (User Name)

Y37 EEFLUEI—Y-DI1—— D, FrF1-—T-%2

EBEERFFH (Description)

[Job Flow Service]

fasR / K& (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F1zl&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root '3 2 UUID

BRA36 /N1~ (REXFINZEZFZRL)
root '3 UUID &2i5%Y'a J & DRGE
[Related]. &Frzld [Owned]

Job Account ID

BA 321\ b~ (REXFIZZHFRL)
ENRESNTLRVESE [-]

15



Z0fth

I5H

A

F£HH (Date). BFE (Time)

I3 TR T UfelFmR

1—H%—% (User Name)

V37 EEFLUEI—Y-DI1—— D, FF1-—T-%2

EBEERFFH (Description)

-

fasR / K& (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . Fzl&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root '3 2 UUID

BRA36 /N1~ (REXFHNZEZFZR)
root ¥'3 7 UUID &2i5%Y'a J & DRGE
[Related]. &F1zlE [Owned]

Job Account ID

BA 321N b~ (IENFIZZFRW)
ENRESNTLRVESE [-]

2.5

TNA AREDEE / BR

I5H

A

EEEREAF (Audit Event ID)

0x0501

EBEBERE (Logged Events)

[Device Settings]

RFZIERRE

BZEEE (O—AILILL) DEE

I5H

A

FHH (Date). B (Time)

REXBR/ROEE LIl

1—H%—% (User Name)

YJadEERFUEI—Y—0D. 1——ID

EEEERFHM (Description) [Adjust Time]

B8R / IREE (Status) [Successfull. ZFfzl& [Failed]

{ERIR=IEE [=]=]i5

(Optionally Logged Items) EEESHEOFAEBLOED EH0
FER

Y—ERICKBEFAEEDHBEFRDENH DT

[Time change by system.]

[Time change by EPBB.]

[Time change by NTP.]

[Time change by SNMP.]

[Time change by XPJL.]

[Time change by SSMM.]

[Time change by unknown service.]
IA—F—(CKDEHEBDBEG(E. [Time change by user]

KA, FZIPPRLUR
FRZEEZTofc U —EZN NTP B—/\N—D1FE, BIITHRA
B, FeFIPPZRURA

16




1—H5—I&%R

1—-Y—-E8

158 HEA
FHB (Date). BE (Time) 11— —ERHERDEE U=
1—Y—% (User Name) a1—%—1ID
EEEEREHM (Description) [Add User]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

WMRI1—Y—D1—Y—ID

M1 —Y—DEE

[System Administrator]. [Accounting Administrator]. &7zl&
[Casual Operator]

* SREEREHR I —Y'—DIHESI(F [Casual Operator] HEEEREINFE T,

1-Y-ERNBTEE
S

o BREEE— FORMREID L F(TET, EBREINE T, L. BMERE 1 -Y—DERASHEE SNBSS
(&, SREEE— RHARMASREILISN CHEBRINEK T,

158 A
F£HB (Date). B (Time) 11— —ERANBTEER/RNMETE LR
1—4H—% (User Name) 1—%—1D
EEEEREHME (Description) [Edit User]

f&55R / 1KEE8 (Status)

[Successfull. ZF7zl& [Failed]

ERRFIEE
(Optionally Logged Items)

HMER1—-Y—D1—Y—ID

1—Y— D BEIEESNIGEE. BEERODI—Y—ID

MR 1—Y—DEE

[System  Administrator] . [Accounting Administrator] .
[Casual Operator]. Ffzld [-]

s ZRFBEHBESINLEBESRIEEROEE., —K1—F—. BKXUR
SEREERI—Y'—D1FE(F [Casual Operator] HERERENE T,
EEMNRDENE
[1D]. [Password]. [CardID]. [Name]. [Permission]. [Role].
[ICCardID]. &KV [Other]

17




1—Y'—HIkR

I5H

A

F£HH (Date). BFE (Time)

I ——HIFRERNOERE LT iFR

1—H%—% (User Name)

1—%— 1D

EBEERFFH (Description)

[Delete User]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERREFIEE
(Optionally Logged Items)

HRI—Y—-DI1—-Y—ID

1—5— D BENMEEINHBEIE. EEZOI—F—ID
WRI1—Y'—DEE

[System  Administrator] . [Accounting Administrator] .
[Casual Operator]

ER#E» 11— —-REET—-TILIIL

I5H

SR

FHH (Date). BFE (Time)

FEREHF I —BET—TILO T ZERAUIRR

1—H%—% (User Name)

-

EBEERFFH (Description)

[Deleted Username Queue Overflow]

faoR / K& (Status)

[Successful]

ERIREFIEE
(Optionally Logged Items)

-

7hor MERE

IRH

A

F£HH (Date). B (Time)

WHI1—F—HIREICOJ/4LTHhS, —ERBM EAERELT
WBZEZYRT ADBAUERS (—ERBEHIERE UERRTIE
Z=WY)

I1—Y%—% (User Name)

[System]

ESEEREH# (Description)

[Account Disabled]

f5R / 1KEE8 (Status)

[Successful

ERRFIEE
(Optionally Logged Items)

HRI—Y—-DI1—-Y—ID

7hor BRIt
156 HiA
FHH (Date). B (Time) mbSnNEr7 Aoy beBaEME LIRS

1—H%—% (User Name)

1—%— 1D

EBEERFFH (Description)

[Account Re-enabled]

fasR / K& (Status)

[Successful]

ERIREFIEE
(Optionally Logged Items)

WRI—-Y—D1—-5—ID

18




NISVAIA

N I A SR
158 EREA
F£HH (Date). B (Time) mw I ZDEFFERNIETE UTiER
d1—H5—% (User Name) J1—%—1D
EEEEREHM (Description) [Create Mailbox]
S8R / IREE (Status) [Successfull. ZFfzl& [Failed]
ERRFIER KA MR
(Optionally Logged Items) BAK 45 N1~ (S ESER)
s IRA MEHAFBHEDBEFIP 7 RUR KA REEIP 7 RUADEAH
REEDIZEF [-]. BENRILDSEELUEIBSIE [Local]l &5
INEI,
BOX &S
LSS T, BRR I MD¥BHFRS (RELUMTH OSBRI 0(EFE
gEcnzx9)
Ny I XHIER
158 EREA
F£HH (Date). B (Time) M w I ZBIBRERHTEFE UTcbEm
1—Y—% (User Name) 1—%— 1D
EEEEREHME (Description) [Delete Mailbox]
f&R / IKAE (Status) [Successfull. ZF7zl& [Failed]
ERRFIER KA RR
(Optionally Logged Items) BA 45 N1 b (IRIESCFH ES )
* RAMEHFREDZEIFIP7Z RURA KA REZEIP 7 RUADEAH
THEOBSF [-. BENSRILDSEEUIEIES(E [Locall &E25F
INEI,.
BOX &S
K5O T. BRI MDFEBHFRS (R LUMTHNSERITS0(EFE
gEEnzx9)
=H= N K
o/ EIE :E I\
rE
158 EREA
F£HH (Date). B (Time) VAT LT —=INDERENSE 7 UTelF
1—Y—% (User Name) 1—%— 1D
EEEEREHME (Description) [Switch Authentication Mode]
f&R / IKBE (Status) [Successfull

19



IR

A

ERREFIEE
(Optionally Logged Items)

FEREE

[Local is enabled] . [Network is enabled] . [Custom is
enabled]. ZF7zl& [OFF is enabled]

|BERE(E

[Local is enabled] . [Network is enabled] . [Custom is
enabled]. Ffzl& [OFF is enabled]

t+a1U T B8E

20

zE

IRH

A

F£HH (Date). B (Time)

ZEREBB ZRE U
BEBRRMOBELEECH > CH, BOEEREZREFIANZIVT
e )

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Change Security Setting]

f&R / 1KEE8 (Status)

[Successful

ERRFIEE
(Optionally Logged Items)

BE#
[Authentication]
[Authorization]
[Accounting]
[Image Overwrite]

LRV S [30] [CEETDEEEOTH - DERINE T,
[Storage Encryption]
[S/MIME]
[IPSEC]
[SNMPV1/v2]
[SNMPv1/v2  (Read Only) |
[SNMPv3]
[SNMPv3  (Read Only) |
[802.1x]
[Certificate Verify Mode]
[Maintainer Password]
[IntelligentCard]
[FIPS140]
[Self Test]
[Auto Clear Timer]
[Service Rep. Restricted Operation|
[Print Reports Button]
[External Code Integrity Check]
INFC]
[No Encrypt Ext App Install]
[CORS]
[ThinPrint]
[HTTP SSL/TLS]
[HTTP SSL/TLS Forced]
[IPP SSL/TLS Forced|
[SMTP SSL/TLS]
[LDAP SSL/TLS]
[ThinPrint SSL/TLS]




IR

A

ERIREFIEE
(Optionally Logged Items)

[Session Lock Timer]

[Authentication Operation Message]

[USB Port Management]

[Front USB-A|

[Rear USB-A|

[PC USB-B]

[Deleted User Account Names Days of Restriction]
[Maximum Number of Reusable Sequential Characters]
[Number of Password Generations Required]
[ID Token Validation (Microsoft Entra ID) |
[Certificate Verify Mode (Microsoft Entra ID) |
[Invalid User Deletion (Microsoft Entra ID) |
[Syslog]

[Download Disable Flag]

[Firmware Download via Network]|

[Web Ul Timer]

[SSL Protocol Information]

[CSRF Check]

[Runtime System Protection]

[Device Ceritificate Enrollment]

[Startup Integrity Check]

[POP3 with OAuth Authentication]
[Common Criteria Function]

[Universal Print]

[Tls Security Level

[Fax Receive Folder Selector]

[Secure Fax Receive]

[Save Incoming Fax in Designated Folder]|
[HTTPS Firmware Download (EP-BB)]

[EP-BB Server Cert Type]

[Reconfigration MailAddress|

[KO Credential Reconfigration]

[Remote U]

[Remote Ul permission for CO]

[Temporary Password]

[Days of Inactivity]

EEAS

B8 / BYDOREZZE LB EF [is enabled] . Fizld is
disabled]

B/ EHLANDOREZZE UIciZE(E [is configured]

* IEH%H [Save Incoming Fax in Designated Folder] Dig&IFIU

T3 DDEBHNAR—IAXYIY CEREINE I,

- ORES

- BYEYN EERONRE. TEHIFEEULBVESERIBEEHEHRS

nizzw)

- Ny IABS (BEYWCEESNCESEARIBEHIEHRSNEZL)

Bl - @R 1 DR I RAFEHNBRICEEIN. FEEIC T BEODRY
I ABBEINIES. Line : 1 Enable Folder : 1
OfR 2 DIRTFHEN 3 BORY T ADS 4 BORY T AICEES
NIzi{gS. Line:2 Folder:from 3 to 4
OR 1 DRy I AFREDEMICEESNBE. Line:
Disable

21




=08

= nn

I5H

A

F£HH (Date). BFE (Time)

{V9—%y NI—ERNSBRULEEE. WREBDT—T%
ST HTML ZBgLIc 9 A =27
RIE/SRIUD SBRUCBAE. [E] BEICASIA=VT

1—Y—% (User Name)

1—%— 1D

EBEERFFH (Description)

[View Security Setting]

fasR / K& (Status)

[Successful]

ERIREFIEE
(Optionally Logged Items)

P ItERAEE

[Locall. ZF/zl& [Web User Interface]
RAME

BAR 45 /N1 b ((IEXFS I EZSTHRL)

* KA FEHNTBHEDIZSIF IP 7 RUARA h&&E P 7 RFUZADEAH
TEDZE., FFO—-ALT7IEADZEER -] EERINET,

3 3 JR8E

zE
156 HER
FHB (Date). B (Time) 2R TEEEZRE LI
1—8—% (User Name) [CE]

ESEEREH# (Description)

[Change Job Setting]

f&5R / 1KEE8 (Status)

[Successful

ERIREFIEE
(Optionally Logged Items)

1HE
[Delay Print]. &7z(& [Private Print]

XCP T304~

XCP 30«1 micH) / FIkE

I5H

A

FHH (Date). BFE (Time)

XCP IS T4 DS K UTR I

1—H%—% (User Name)

-]

ESEEREH# (Description)

[Activate Embedded Plug-in]. &F/zl&
[Deactivate Embedded Plug-in]

f&5R / 1KEE (Status)

[Successfull. ZFfzl& [Failed]

ERIREFIEE
(Optionally Logged Items)

XCP 7304 V@B LUERTD R MEHR

22




HBEE

EWEEEOOJTA VN AD—R

15

A

FHH (Date). BFE (Time)

EREEEDOOT A /AT — RORERBRIEE UTchm

1—H%—% (User Name)

[-]

EBEERFFMH (Description)

[Reset KO Authn Infol

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

R R
BA 45 N4 b (BESXFINZESTRW)

* RA MEHNTEHEDIZSIF IP 7 RUR, RARZE IP 7 RUADEA
HREADZEIR [-]. BIENRIVDSEESNIIFERE [Locall &
EEEINE T,

BEEBRA — IV DS

I5H

A

F£HH (Date). B (Time)

WRBSEEDOT A V/SAT— ROBRTEICHERIFRD A —)LiX
BT LIcls

1—H%—% (User Name)

[-]

EBEERFFM (Description)

[Notify KO Reset Code]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

KA~
RAAS NA b (I FHZESER)

RRARBHATEDZEIF IP 7 RUR, RAMEE IP 7 RURD@ES
DRBEDBA(R [-]. BIE/SRLDSEBENESE (Locall &
RRENET.

X=IL7 LR

23



2.6

FINA RAE T —

INDFP7IELA

S ES

24

I5H HEA
EEEERMAIF (Audit Event ID) | 0x0601
EBEBERY (Logged Events) [Device Datal
SIEAESER
I5H HEA
FHB (Date). BE (Time) SEEAZE DEFAERHIMEE LTl

1—H%—% (User Name)

1—%— 1D

EBEERFFH (Description)

[Import Certificate]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERREFIEE
(Optionally Logged Items)

A>3V

[RootCA]. [DeviceEE]. Ffzld [SSCEE]
3

[512] 15 [2048] FT

5{7# DN

XFHI&EAR 150 N1 b~

U7 IEBES

BA 40 /NA

SEEREHH

IR

B

FHH (Date). BFE (Time)

SEAE DHBRBRIEE Ui

1—H%—% (User Name)

1—%— 1D

EBEERFFM (Description)

[Delete Certificate]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

A>3V

[RootCA]. [DeviceEE]. Ffzld [SSCEE]
BR

[512] 15 [2048] FT

F#{7& DN

XFHIEAR 150 N1 b

U7 IEBS

BA 40 /N1




SEAEF VS 1 VEiR

15

A

FHH (Date). BFE (Time)

SLBREDT 2 54 2V Bix%z UIZIZ

1—H%—% (User Name)

[System]

EBEERFFMH (Description)

[Device Ceritificate Enrollment]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

SIBREDFRE®E DN

7 RU AR

SESEEND

I5H

A

FHH (Date). BFE (Time)

FESEBNIEROERE UTciEm

1—H%—% (User Name)

1—%— 1D

EBEERFFH (Description)

[Add Address Entry]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

R &
RAAS NA b (RIENFINZES IRV

e IRA MEHAFBHEDBEFIP 7 RUR KA REEIP 7 RUADEAH
FEEDIZEF [-]. BIENRILDSEESNIEIFESIE [Local]l &858
BINEI,

ER8ES
ESEH T &R 4 MIDFAEHFRSS (RLUNHNSERI 2 0dE
BEnE9)

SESCHIRR

156 HER
FHB (Date). B (Time) FASCHIBRIE RO TEE U To bR
d1—8%—% (User Name) a1—%—1ID

ESEEREH# (Description)

[Delete Address Entry]

f&5R / 1KEE8 (Status)

[Successfull. ZFfzl& [Failed]

ERRFIEE
(Optionally Logged Items)

R &
BRAR A5 NA b (HmXFINZESFEN)

* KA FEHTBHEDIZEIFIP 7 RUARA h&&E P 7 FLUZADEAH
THDEZSE [, BIENRILDSKESNIIBEE [Locall &5
gENEI,

EBES
EFHT. BK4MDOFAUFERTL R LELUNHNOERTD0EE
EBENET)

25



26

SESEEE

158 EREA
#£H8H (Date). BFE (Time) AL EERNTEE LTS
1—H%—% (User Name) 1—%— 1D

EBEERFFH (Description)

[Edit Address Entry]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERREFIEE
(Optionally Logged Items)

KA~
B 45 N1 b (IENFIZZFRW)

* RAMEHFREDZEIFIP7Z RURA KA REZEIP 7 RUADEAH
FEEDIZEF [-]. BENRILDSEESNIEIZESIE [Local]l &858
gINZEI,

ERES
EFHT. BK4MDOFAUFERTL R LELUNHNOERTD0EE
BEnE9)

UE—=RNISA47VMDS57y7O0—-R (21%F)

I5H

A

FHH (Date). B (Time)

UE—RISATYMDSDT v O— RERDHEE UTcRiR

1—H%—% (User Name)

1—%— 1D

EBEERFFH (Description)

[Import Address Entry]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIR7FIEE
(Optionally Logged Items)

KA~
BA A5 N\A b (REXFIZEZFRL)

* RA REHTBHEDZEIX IP 7 RUA KA h&E P 7 RUZADEAH
FADZGF [-] LEFEINET,

UE=RNISATIMADIIYO—-R (2F)

IRH

A

F£HH (Date). B (Time)

UE—RISAT Y MADI DY O— RIEENTETE UTcFm

1—Y%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Export Address Entry]

f55R / 1KEE8 (Status)

[Successfull. ZF/zl& [Failed]

ERRFIEE
(Optionally Logged Items)

KA MR
RA A5 NA b (RIENFINZES IRV

* KA FEHNTEHEDIZEIX IP 7 RUARA h&E P 7 RLUZADEAH
TADZGF [-] LEFRINFT,




SESEEHIRR

I5H

A

F£HH (Date). BFE (Time)

2IEHIBRERNITEE Ui

1—H%—% (User Name)

1—%— 1D

EBEERFFH (Description)

[Clear Address Entry]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

KA~
B 45 N b (RIENFIZZFRW)

* KA FMEXNTBHEDIZSIXIP 7 RUARA h&E P 7 RLUZADEAH

FADZGF [-] LEFEINET,

- f— N
o=l
UE=FISA7Y bADIYO-F (£F)
IR SHEA
FHAB (Date). K& (Time) IO O— RERNERE Ui

1—Y%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Export Audit Log]

f&55R / 1KEE (Status)

[Successfull. ZFfzl& [Failed]

ERRFIEE
(Optionally Logged Items)

R R
BRAR A5 NA b (HmXFINZESFE)

* KA FEHNTEHEDIZEIX IP 7 RUARA h&E P 7 RLUZADEAH

FADZGF [-] LEFRINFT,

27




NE

AF v VRENEDVE—-NISAT Y MADZEE

28

fliE

* AF ¥ VKETRESNINERIFIRREBGUEXT,

I5H

SR

FHH (Date). BFE (Time)

UE—NISA 7Y MOXEBRITETE UIcER

1—H%—% (User Name)

1—%— 1D

EBEERFFMH (Description)

[Retrieve scanned image|

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

KA &
B 45 N1 b (IENFIZZFRW)

* MR MBHFREADBEE IP 7 FUR KRR hE&E P 7 RUZOEAH
THDBEF [ LEBINFT,

URL i£{SME ID

BAR10NA b (#HFINESERL)

HUBR
e

* MY TADRENE. BLUTSAR—ETUY FOREXENEHBRENIGEICERINE T,

ROBEFERINE A

- Ry JX0HIER ([Ny 7 ZHIER] OBEEOITHERINET)
- WebDAV, ARYILYG—ERIVTVYHNSERESINBEE

- FEHEEIC &L 2 EHIFR

- RYIRETFSAR=NTFUY FUADREXE (KEXRE. T7IRAR—UVTFNT IR—UVITFH
Wy I R] [CREFURNE. BREETUY ) DHIBR

158 EREA
#£H8H (Date). BFE (Time) NEHIBRERNTEE UTciE
1—H%—% (User Name) 1—%— 1D

EBEERFFH (Description)

[Delete Document]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

KA~
B 45 N1 b (IENFIZZFRW)

* RAMEHFREDZEIFIP7Z RUR KA REZEIP 7 RUADEAH
FEEDIZEF [-. BENRILDSEESNIEIFESIE [Local]l &858
gINZEI,

Ry I ABEBES
EED T BAIMOEANTF (BEICOND D HEEEFBBINET)
YEES

) T RRAMDFAYT (BEICON D2 HGFEIBEINET)




HAYI LP—ER

A2VA M=V
158 HEA

FHB (Date). BE (Time) A VA RN=)LHET UTeBFm
1—Y—% (User Name) -]
EEEEREHM (Description) [Install Custom Service]
f&R / JARE (Status) [Successfull. &F/zl& [Failed]
ERIRFIER ARILY—ERIAVFUYHE (name)
(Optionally Logged Items) () [CS_RM_00108]

RBHDE G [-]

KHBEEHZIEITXFI (KRMDIBSICECRT )

RADA 2RIV ZEMEE. IBEDHAY LY —EXBNT TICT
INA R EICFET 2155(E. [Application already exists. ]
ZNLUNDIBEF. [RegApp regist failed to management
service.]

RERBARILY—ERIVFVYER

158 A
FHB (Date). B (Time) ARILT—EXTVT YT 7 A I)VDEBLGHRIEICKE LT
1—4H—% (User Name) 1—%—1D
EEEEREHME (Description) [Install Custom Service]
&R / IRRE (Status) [Failed]
fERIREFIEE KA &
(Optionally Logged Items) B 45 N1 b (BIRXFIZESEEW)
* RAMBHFEDZSEIP 7 RUR KRR & IP 7 RUADESFH
TREDZEF [-]. CPIMBHDIZSEF., /Ny —IBEEY—/N—
?D FQDN HEE8ENZF 9,
ARILY—ERAVFIVYE
RA63 /N1~ (RIEXFHZEZSER)
BETERVEES @RI —0HEEH30) & [-]

PIAVA b=

158 A
F£HB (Date). B (Time) T IA VA R—)UHMET UTehsm
1—8'—% (User Name) -]
EEEEREHME (Description) [Uninstall Custom Service]
&R / IRR& (Status) [Successfull. &Frzld [Failed]
ERREFIER ARILY—ERIAVFYYE (name)
(Optionally Logged Items) () TCS_RM_00108]
NRDZEE -]
KEGERZIETXFI (KMDIBSICEERT D)
[Failed to delete RegApp from management service.]
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XCP T304~

A1VAM=Ib

15

A

FHH (Date). BFE (Time)

A VA R=)UDHET Ul

1—Y—% (User Name)

-

EBEERFFMH (Description)

[Install Embedded Plug-in]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

XCPF3T0404%
RBADE G [-]

RIETG XCP ST 1 V&%

1=

A

F#£HH (Date). B (Time)

XCP IS T AT 7 A )VDBBIREEIC KU f B

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Install Embedded Plug-in]

R /K88 (Status) [Failed]
BRIREIES K2 R
(Optionally Logged Items) BR 45 N1 b (I EZ F )

* KA FBHTBHEDZEIX IP 7 RUR KA h&E P 7 RUZADEAH
FADBEF [-]. CPIMBHEDESE. /Ny Tr—IBERY—/N—
@ FQDN W58 NE T

FSOLVT7LIVE
CPIMBHDBEF. O vO0—-RUIET7AILDT DY O—RE
RA631\A b (RIENFINZESHRZ)

R cERrLEES (BBIZ—0H56H30) & [-

PIAVA b=

IR

A

F£HH (Date). B (Time)

TIAVAN=)UHET UTelEs

1—H%—% (User Name)

-]

EBEERFFH (Description)

[Uninstall Embedded Plug-in]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

XCPFSo10%
RADHBEGE [-]

30




R EROER

IITRAR—b

15

A

FHH (Date). BFE (Time)

TOAR— D&Y LTchm

1—H%—% (User Name)

1—%— 1D

EBEERFFMH (Description)

[Export Cloning Datal

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

-

14 ViK—b

IR

B

F£HH (Date). B (Time)

A VIR— AT UIERR

I1—Y%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Import Cloning Data]

f&5R / 1KEE8 (Status)

[Successfull. ZFfzl& [Failed]

ERIREFIEE
(Optionally Logged Items)

-

e AARA

KO MURARTHASINTLEBWVWIT 7L ILADT T ERAB L URITORA

I5H

SR

FHH (Date). B (Time)

MIOA MU RTHIEINTORBRWIT ZAILANDT T EABIUE
TZRA U TR

1—H%—% (User Name)

[System]

EBEERFFMH (Description)

[llegal Access Detection]

fasR / K& (Status)

[Successful]

ERIREFIEE
(Optionally Logged Items)

7 It AER
(#) Twrite]
FIECAENET 7113

FPIERAENTOI95 L%

31




B S MRS KU BENEE

2.7

BN S AR
IRH A
FHAB (Date). BE (Time) IS S AVRFIBENBIE LT R

I1—Y%—% (User Name)

[System]

ESEERE¥# (Description)

[Startup Integrity Check]

f5R / 1KEE8 (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

oS
PV —v3y
Fax [,ch1][,ch2][,ch3]

* {@RIR7ZIEE (Optionally Logged Items) DFRRHIF. RDED
T,
- [Fax ,ch2,ch3]

s WEASTNEF v RIVIFETEDBS(F. FrRIVAEHRINE
ERS

Software BE&h{E|H
158 EREA
F£HH (Date). BFE (Time) SoftWare BENMEERBENENE U T lFmm

I1—Y%—% (User Name)

[System]

ESEEREH# (Description)

[System Software Recovery]

f55R / 1KEE8 (Status)

[Successfull. ZF7zl& [Failed]

ERRFIEE
(Optionally Logged Items)

-]

TN ABRDEE / EIH

I5H

SR

EEEREAF (Audit Event ID)

0x0701

EBERE (Logged Events)

[Device Config]

FE/\—-Y

32

BEEN—-YXHR

I5H

A

FHH (Date). BFE (Time)

BEN—YOTEIMRH S NI RR

1—H%—% (User Name)

-

EBEERFFH (Description)

[Important Parts|

fasR / K& (Status)

[Replaced]




IR

ERIREFIEE
(Optionally Logged Items)

-]

A=Y

A MU — I HREEA

I5H

A

F£HH (Date). BFE (Time)

AMU—IZY AT LHERH UTcis

1—H%—% (User Name)

-

EBEERFFH (Description)

[Storage]

fasR / K& (Status)

[Installed]. TRemoved]. &Kfzl& [Replaced]

ERIREFIEE
(Optionally Logged Items)

-

ROM

ROMN— a3 VEE

I5H

SR

FHH (Date). B (Time)

AIOEENEFD ROM N—Y 3> &, IRTEEEIH O ROM N—T 3>
DEZARA LT R

fHE
* N—V3VERHTZIAIVT(E. ROMTEICRIFUFT,
* NVM #IER{EBS. #4772 3 V05BN / BIBRES IS [F SRR NE B Ao

1—H%—% (User Name)

1—%— 1D

* EP-BB V9 —hSIERENIIHZEIF [System] EET|INEKT,

ESEEREH# (Description)

[Software]

&R / IRR& (Status) [Updated]

ERRZFIEE ROM &5

(Optionally Logged Items) () [Controller+PS]. [FAX]
WN—Y3ay
BN—-T3>

33



2.8

ESTER

=tg!
=58

34

158 A
EEEERAAIF (Audit Event ID) | 0x0801
EBEBEERY (Logged Events) [Communication]
EREAE
(EHEEETIS—
158 HEA

FHH (Date). BFE (Time)

T v CTERIEBELI S —ZRE Ui

J1—Y—% (User Name)

-

EBEERFFH (Description)

[Trusted Communication]

&R / JREE (Status) [Failed]

ERREFIER JO0R3LE

(Optionally Logged Items) [SSL/TLS]. TIPSEC]. ZFf=ld [S/MIME]
BEk

BRA 45 N\A b (REXFINZEZFRL)
RA B, EEIP7ZRUR

¢ IRZA RBE IP7 RURDEAHFEDBE. Ffcld S/MIME DIZE &
[-] WEERINET,

o BIEFDERIF. RDEHWTY,
- IPv6 : [[3ffe:0200:0000:010a:0000:0000:0000:0001]]
- IPv4 1 [129.249.79.100]

- IRA +4& : [host.example.co.jp]
* 45 N1 N EBZ BIHBEF. — BB TENET,

eSSk
KEIEH

* @R{RFIER (Optionally Logged Items) DFRRHlF. RDED
LJ Z\-‘jo
- [SSL/TLS,
[3ffe:0200:0000:010a:0000:0000:0000:00011,3,Certificate
verification failed]
- [IPSEC,[3ffe:0200:0000:010a:0000:0000:0000:00011,23,IKE
negotiation failed]

s BHODIS—HHEREUESIE. 1 DDIS—ICDE 1 TERINE
T 117IF8RK 69 /N1 NTT,
c HEURIS—H 50 HEBA

EEREINFE T,

mald. 51 HFBELUEOIS—H [+]




NTP

[EEMEETS—

15

A

FHH (Date). BFE (Time)

NTP U —/\N—& DBERBZRE Ul

1—H%—% (User Name)

[System]

EBERFFH (Description)

[NTP Communication]

(Optionally Logged Items)

#&R / 1K8E8 (Status) [Failed]
BERREFIER BE%

BRA A5 N\A b (REXFIZEZFRL)
MA % (FQDN). FelE P 7 RL2R

| e |
SRR BE P 7 RURDESHRADSSIE [, KR SBOBHE
RICKBUIBAERR MENRESNET,

o BIEFDERIF. RDEHWTY,
- IPv6 : [[3ffe:0200:0000:010a:0000:0000:0000:0001]]
- IPv4 1 [129.249.79.100]

- IRA ~4& : [host.example.co.jp]
* 45 NA N EBZ 2IHBEF. — BB TENET,

KEEEH
T—/N—@EDHG(F [NTP negotiation failed]. DNS &ED1H
Bl& [jp,dns name resolution failed]

| R

* @R{RFIER (Optionally Logged Items) DFRRHlF. RDED
WTY,
- [[3ffe:0200:0000:010a:0000:0000:0000:00011,NTP

negotiation failed]

- [ntp.example.co.jp,dns name resolution failed |

s BHODIS—HRELUEEEF. 1 DOIS—(CDE 1 {TeciRenE
9. 1{7[ERKR 69 N1 hTT,

* REULIS—RIERERIN, OJDLRZBAHDH SIEXHEI
FRENET,

EWB (Embedded \Web Browser)

EWB 5D WEB77tAX
158 HEA
F£AB (Date). BE (Time) EWB WS 7T EZRAUKER
d1—4%—% (User Name) a1—%—1D

EBERFFH (Description)

'Web Access]

fasR / K& (Status)

[Successful]

ERIREFIEE
(Optionally Logged Items)

7I7tX URL

35



Remote Ul
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Remote Ul &5k

158 HER
F£HB (Date). B (Time) Remote Ul E#EAYIIES
1—8—% (User Name) a1—%—1ID
EEEEREHME (Description) [Remote Ul Connect]
&R / IRR& (Status) [Successfull
ERIREFIER -]
(Optionally Logged Items)
Remote Ul t]ixr
158 HER

F#£HH (Date). B (Time)

Remote Ul SIHiES

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Remote Ul Disconnect]

f5R / 1KEE8 (Status)

[Successful

ERRFIEE
(Optionally Logged Items)

-]




2.9

EH

=

EEEEREATF (Audit Event ID)

0x0901

EBERY (Logged Events)

[Verification]

SIS REL

SEAASHREE T S5 —

I5H

SR

FHH (Date). BFE (Time)

EFTvo (15 pEkR) CHHASKREIT S —ZRHE UciR

| R
*SEBY—/\— E DBEROIRBRIOTS —&. VAT LRIBTHT
SSEREREDT S —HERINET,

1—8%—% (User Name) 1—5%—1ID
ESEEREHM (Description) [Certificate Verification]
&SR / ARE& (Status) [Failed]
ERIREFIER FTE DN
(Optionally Logged Items) BXA 150 /\1 ~
SIAEY VU7 IVES
RA 40 N4 b~
ES:{EE
KHEEH

BMHERRERIDHZGIE [Certificate is not yet valid]
BMHER T#OBEGIE [Certificate is expired]

F 1A VBRI DIBE(E [Certificate path creation failed]
F 1 A URREIRBDIHS(E [Certificate path is invalid]
KDIBEF [Certificate is revoked]

KRR DGR E & [Certificate revocation check failed]
TLS 754 7> MBIERORA MREEIABDZESE [TLS
hostname check failed]

ZDMITS—miFEIE [Other failure occurred]

| R
* {@RIR7ZIEE (Optionally Logged Items) DFRRHIF. RDED

T,

- [CN=testCA,O=Sample
Corp.,C=JP,12b20ac281cda5fb,1,TLS hostname check
failed]

s BHF 1 v J OREICE—EIBHE TR—DXRBIEHICK D TS —H1EH

ORELBERF. KEOHANESNT 1 7TERINE T,

* REURIS—H 50 hzlBAimEE. 51 HELUBEOIS—hH

[+] LEEREINET,
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