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AEF, BEEOTDEENL T+ —< v MIDOWVWTEHLTWVLET,

REDIEK
AEF. ROBRICHE>TUET.

1 EEOJ DR
EEOJOHE. BEEOTDEEICDOVWTHIALTLET,

2 BEBEOI DIREFIER
EBOJDRHEBICOVWTHIALTWE T,

AEDIREC
* AXPTIF, FHATIABICK>T. ROV—TIZFERHLTVEXT,

s HWTH > TBVTWVRERWVESR. BETRETICHTHAL TV RERVLERESH L TLET,
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s BRAZEKHLTVLET,

* AXPTIE. ROTSZFERLTVET,
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e AF 47, BEEE, IVFINRILT 4 ATUADA Y E—IREDZIMRPATITER
EERUTWVET,
[ ] s KEDIVvFINRIVT 4 ATPUAICRIRENDIRI VP AZ 1 —REDZFZRL
TWVWET,

* BEVDRRBICK>TIF. FRESNZEEOTDEEPEANERDZENHIXT,



1 smOooolE

1.1 BEa07 &3

BEEOJ LR BE, BHEE. 1—Y—BERE, AN TREUVCERLGSER (LUIE. BEEEREFU
FY) Z. LD, [fant GEN L. TES Ul [ZOBRESEofh]. ZERBRLUILHDTTY,

EBEOJHEZERTS L. AMEORNEEAPREEADOHS ZERTEET.

1.2 EEE0OJ O#kEE

EEBEOJ D Syslog (S
EBEOJ(F. Syslogi*fE (Syslog ORI ZEFES>TRY ND—J LDOMOIVE1—I—ITEE) I3
CENTEFT,
Syslog XfEld. 1 VI—%y MN—EXTRELET,
S
s (VI —FY NI—ERATDREF. 41VI—F v MF—ERADANIVTZSRULTLEE,




1.3

MWHULEEEOIDI+—I v b

v 9 i5HR

IR

i

%ﬂ

B8

T#—<Iv hN—=I 3V

.
B

HEBIE 3]

FINAZIPPZRUZ

FEEHF @~2.0~9). Py

IP7RLUZ (IPv4, FIzld IPv6)

b (). 30V () TERINE
X
SRR X5 UTF-8 [CEE
TALY— 720~ 720 GMT ZE#E L Urehss
EhIlF), FRREIFmFDYET
{F2MBE LET,
FBAT5—< vk YYYY/MM/DD.
MM/DD/YYYY,
F/zld DD/MM/YYYY
EEOJEHR
1586 ezt Bl

O7&AF (Log ID)

2% (1 ~60000)

EESERELERCEVIRSNDHA!
?

(Optionally Logged Items)

F£HAB (Date) X EBAERAELDFRH

B (Time) hh:mm:ss EESRELORE FOY

EESRELNT 16 EEE (0x0000 ~ Oxffff) | BEEERICHNT 2HHIF

(Audit Event ID)

EEERY X EBEERDER 2K I XF

(Logged Events)

1—Y—% (User Name) XF5 EBASEREZRECELI Y%K
IFI

EEERFH XF5 EBAEROF

(Description)

fE5R / AKR& (Status) X7 FEUCEAESRONERBR. T
(FIRERE

ERIRFIRE XF5 EESROERIREFER

*LEEOES  1—Y—1ID

1—Y— D i FARSE 1 1—Y—F
1—%—ID. A—Y—-2hEALDOTRARISE : -

BEEE KO

HARNY—IIZ7:CE
SREIRER I —Y'— : Guest

YR T LRBRENMEICEER T 355G  System
SNMP #£2HDI%E : SNMP:admin




1.4

Syslog IXEDAX v E—IT+—I v b

I5H ek EHEA
Priority BY RDIVCETESN DB
Facility << 3| Severity
* Facility FRAETRELE T,
* Severity [¥ [6] [CAIESNTULE
ER
N—=I3v 1 M1 [CEE
L5327 yyyy-mm-ddThh:mm:ssZ EEERAEDFABBKIURE
(B507H)
IALYV—2IFUTC T,
ISR FQDN., "R hRZDIZE : —
S
Pv4d 7 R ADHZE !
nnn.nnnN.nNN.NNN
App-Name WiEIJ—Rr-2U7)L3—R EI—-—REEYUP)LO—R
(EmEsS) DI TRBEDBEEF. [-] Z
WHIT 2
Procld [-] [CEE
Msgld -] (CEE
Structured-Data [-] [CEE
gE8\0O7 1D ID=nnnnnn EEERFEERICEVIRSN2HA!
?
1—9-% UserName= X7l EAESERERESBLI-—Y %X
IF
i
s BEBEOJEHR (P.5)
e Event= 357 EAERICHNT D#EEIF
BB Description= X5l BEBESROFM
&R / IRRE Status= X7 FEUCEAESRONEBRR. T
(FIRRE
ERIECERIER Optltems= X7 EAESROERIFERER




2.1

B2 DRFIEE

T INA ADIRREZEAE

IR

EEEEREATF (Audit Event ID)

0x0101

EEBERYE (Logged Events)

[System Status]

TINA ADBEEFHBH KUY
BEI—BMIELDI-ILRRI—bI

158

&

FHH (Date). B (Time)

T I\NA ZH¥ Ready & 735 FebR

J1—Y—% (User Name)

-]

EEBERFFM (Description)

[Started normally (cold boot) ]

#&55R / K88 (Status)

-]

ERIREFIER
(Optionally Logged ltems)

-]

BREI—PMIEXBIVF—LAI—Fh

158

&

FHH (Date). B (Time)

T I\NA ZH¥ Ready & 73> febR

J1—Y—% (User Name)

-]

EEEERFFM (Description)

[Started normally (warm boot) ]

#&55R / K88 (Status)

-]

ERIREFIER
(Optionally Logged Items)

-]

vy hNIDY

158

&

FHH (Date). B (Time)

TINA ANERDA TERZ IR U bR

J1—Y—% (User Name)

-]

EEBERFFM (Description)

[Shutdown requested]

#&5R / 1KEE (Status)

-]

ERIREFIER
(Optionally Logged ltems)

rJv3ay
RK 64 N4~ (HEXFIZSFTEW)

BEEZEIHUcES(E [Recovered from failures]

ZTNRSADEEIE T-]




TILTTA b

EILT TR FDFER

156 HER
FHHB (Date). K& (Time) 7' )\A ZH* Ready (L7132 ER]
1—H—% (User Name) -]
EEEEREHA (Description) [Self Test]
f&sR / tRR& (Status) [Successfull. &Frfzld [Failed]
ERIREFIER -]
(Optionally Logged Items)




22 O74r8&L009779hk

IEH sHEA
EEEERERIF (Audit Event ID) | 0x0201
EsEER% (Logged Events) [Login/Logout]
1— -U-_Elb\l:l
o1
IEH sHEA
FHH (Date). B (Time) 11— —DFREHERNTEE U e iFmm
d1—H5'—% (User Name) O74 URHRODI1I—F—ID
EBEERFMH (Description) [Login]
&R / JKEE (Status) [Successful] . [Failed (Invalid UserlD) ] . [Failed (Invalid
Password)]. ZFfzl& [Failed]
@ﬂ%ﬁﬁﬁ 7P IERAFE
(Optionally Logged Items) [Locall. [Web User Interface]. Z7=l& [Printer Driver]
KA MR
BRK 45 N1 ~ (G FIESERL)
7 RLUZR
K=
IP 7 RUZHDFREDZESE, O—HIL7 I EADIEE. FkEFS5A
R— U POSBEECKBULIEIBESF. [-] EEBREINFET,
EEWaks
[Locall. [Remote]. Frzld [Custom]
=El
[System  Administrator] . [Accounting Administrator] .
[Customer Engineer] . [Customer Engineer (Unlimited
Operation)]. [Casual Operator]. FfzlF [-]
K=
e OJAVICKMUIZEIE -], EHMEEEG [System
Administrator|. #ZXA Y —I I =& [Customer Engineer].
—{IA—F—B LUK EHI—Y —IF [Casual Operator] &
EERENE I,
o279k
IEH sHEA
FHH (Date). B (Time) I1—Y—0O7 7D FEKRERE UTciFR
d1—H5'—% (User Name) O74 URHRODI1I—H—ID
EEBEERFFH (Description) [Logout]
#&5R / 188 (Status) [Successfull. ZFfzl& [Failed]
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158

&

ERREFIER
(Optionally Logged ltems)

P IERABEE
[Locall. ZF/zl& [Web User Interface]
IRA MR

RAAS NA b (RIFNFINESERL)
P77 LR

* IP7 RUZADFREADIZE, FFO—-HILF7IEADGFERF. [-] &
EREINFTT,

saelEy 7
| #e |

s RHIAZVTICELO TR, WRERBZOTAVER (KK KWEICEBRINBZIENBUET,

IfH

B

FHB (Date). @ (Time)

T Catal [CRB LTz @EAN, 2 AT LA THRE LB ELZE U b
=

J1—Y—% (User Name)

OJ4 VHROI—F—ID

ESEEREH#l (Description)

[Locked Authentication]

#&55R / K88 (Status)

-]

ERREFIER
(Optionally Logged ltems)

Ow I ETOFREEL S —O#

A IEIRARZE A
e

* BHIAZIVTICKSTUF. WRERBOTAVEBER (KRB KWEICERINBZIZENHIET,

IR

EhEA

FHAB (Date). @ (Time)

MERRIAIC, B CeRatCRMUIc@EN. Y AT LATRE L
HICESZE U Tebsm

1—H%—% (User Name)

OJ4 WgRO1I—5— D

ESEEREHA (Description)

[Detected continuous Authentication Faill

#55R / 1REE (Status)

[-]

ERREFIER
(Optionally Logged ltems)

®EFER (POM3)
[SNMPv3]. [Web User Interface]. (& [-]

FNIEWEEEREE S TOEREREI T S5 — @




2.3

BEENUY—DEE

I5H EhEA
ESEERMAIF (Audit Event ID) | 0x0301
EBEBERE (Logged Events) [Audit Policy]
SE2T—IND7ITIEA
EEOJEEDEME
I5H EhEA
FAHB (Date). B (Time) ZERTEEBZRTE UIcis
1—8%—% (User Name) 1—%—1D
ESEEREH# (Description) [Audit Log]
f&sR / ARR& (Status) [Enabled]
ERRZFIER -1
(Optionally Logged Items)
EEOJEEDEML
I5H EhEA
FAHB (Date). B (Time) ZERTEEBZRTE UIchis
1—8%—% (User Name) 1—%—1D
ESEEREH# (Description) [Audit Log]
&SR / ARR& (Status) [Disabled]
ERRFIER -1
(Optionally Logged Items)
RGN N
24 IJ3aJ)DET
I5E EHEA
EBTERAAIF (Audit Event ID) | 0x0401
EEBESERY (Logged Events) [Job Status]
=
TUVI—
I5H EhEA

FHB (Date). BE (Time)

I3 THME T UTelEm

J1—Y—% (User Name)

YVatEEFLEI——D1—Y—ID. Flldi——%

EEEEREHMA (Description)

[Print]
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158

&

#&55R / K88 (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown| . [Aborted] . &Frcl&
[Unknown]

ERREFIREE
(Optionally Logged ltems)

root ¥'3 2" UUID

BA36 /N1~ (IEXFI I ESETRL)
root ¥'3 2" UUID &%y a J'EDRSE
[Related]. ZF7zlE [Owned]

Job Account ID

BA 321N b (HImNFIZESERW)
BEPRESNTUVRWVES(E [-]

73y

B 64 N1 b (HIENFIZESERW)

[&tHENF—BSaRRR] Z5EhE U155 (& [Released forced output]
ZNLAHDZEF [-]

R b
B 45 N1 b (XTI ESFHLY
| R

* RAMBOAFREDZESFIP 7 RUR KRR & IP 7 RUAD@ESFH
TEADZEF, [-] LEJFEINET,
T71IbE
B 64 N1 b (HIENFIZSERW)
ENRTESNTVRWVESE [-]
Jad94>
BA 16 N1 b (IENFIZSERW)
ENRESNTVRWVESE [-]

JE—
158 EHEA
FHH (Date). BfE (Time) Va3 THhHET UTelis
1—H'—% (User Name) YVaTEERGFLII-T—-D1—Y—ID. FrE1—5—%
ESEEREH# (Description) [Copy]

f55R / 1KEE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERHRFIER
(Optionally Logged Items)

root '3 7" UUID

BA 36 /N1 b (HImNFIZESEEW)

root 9’3 7" UUID &%y a J' & DREE

[Related]. Ffzl& [Owned]

Job Account ID

BA 321N b (BIENFIZSERW)
ENRESNTVRWVESE [-]

Fovay

A 64 N4 (IENFIZZFRRW)

[s&HENF—BRER] Z 50 U 1155 (& [Released forced output]
[HIRR 01— MR —B5#3bR] ZXEE LB EIE Tignored inhibited

code]
ZNLADIBEEE [-]
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2F v —

IR

EhEA

FHB (Date). @ (Time)

T aTHhHET UTelis

1—H%—% (User Name)

YVardEERTULEI-Y—-D1—Y— D, FrF1——%

EEBERFFM (Description)

[Scan]

#&55R / K88 (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown| . [Aborted] . &Frcl&
[Unknown]

ERREFIER
(Optionally Logged Items)

root ¥'3 2" UUID

BA36 /N1~ (REXFIIEZSEZRL)
root ¥'3 2" UUID &35%Y' 3 J & DRSE
[Related]. ZF/zlE [Owned]

Job Account ID

BAK32/1\1 & (RHEXFINZEZZSERV)
BEHNBESNTVRVESE [-]
773y

BK64 N4~ (REXFIESERL)
[HIBR O — MR —B5#8R] ZXEiE LB EIE Tignored inhibited
code]

[BBS1b] Z=5UcBE(E [Encrypted]
[Bg] =FEUlzBzad [Signed)
EDBREBHERLTLRWVESIE [-]
JE5%ER (to)

BRK 64 /N1~ (FGXFINESERL)
EBEHMNERENTLEVESE [-]

* RDENDNEERESINE T,
- AXA=)LiXE : X—=ILZRLR
- PC{®7EZ (SMB) : KRR R+ HEL+ /NRE+ T7 A%
- PC1R%E (FTP) : RA MR+ NAZ+ T 71V
- AirPrint RF v 1 KRR RE
- WSD (Web Services on Devices) AF+ >/ : iR A ;&
X(EER (from)

BA 64 N4~ (IR FINZESTRL)
ENERESNTLRVESE [-]

XL RUARIDRESNET,
URL ;S ID

BRRKI10/\A & (FIHXFIZESERL)
BEHINBESNTVRVESE [-]

* XA=)L7 RUREIFHRESNE T,

I7PITA

158

EHEA

FHH (Date). B (Time)

I3 TR T UTelEm

J1—Y—% (User Name)

Va3 EERFUEI—Y-DI1—— D, FrF1-—T-%
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158

&

ESEEREH# (Description)

[Fax]

#&55R / K88 (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown| . [Aborted] . &Frcl&
[Unknown]

ERREFIER
(Optionally Logged ltems)

root ¥'3 2" UUID

BA36 /N1~ (IEXFI I ESETRL)
root ¥'32'UUID &%y a J'EDRSE
[Related]. ZF7zlE [Owned]

Job Account ID

BA 321N b (HImNFIZESERW)
EPRESNTUVRWVESE [-]

r7ov3ayv

B 64 N b (HIENFIZESERV)

[&HIENF—BSaRRR] Z5EhE U155 (d [Released forced output]
[HIPR O — MARA—B5#bR] ZEiELIcHEIE Tignored inhibited
code]

EOBREBLERLCLIBVEEE [-]

5E5k& (to)

SELERES. FICF7 RURIRDIEER (GTiLBEESESL)
B 64 N1 b (HIENFIZEZSERW)
BEIRESNTUVRWVES(E [-]

XfEE® (from)

B 64 N4 (HIENFIZSERRW)
ENRESNTVRWVESE [-]

* XA=)L7 RUREIFHRESNE T,

LiR— b

I5H

shiA

FHAH (Date). B/ (Time)

T3 THET LIeBR

1—H%—% (User Name)

JadEEFUEI—TF—DI1—F— D, Fleld1—v—%

EEEEREHA (Description)

[Print Reports]

#55R / 1REE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERHRFIER
(Optionally Logged Items)

root ¥'3 2 UUID

BA 36 N\ A~ (IR FINZESTRL)
root '3 7 UUID &%y a 7' EDRE
[Related]. Ffzl& [Owned]

Job Account ID

RA 321\ b (RIFNFINESERV)
BHRESNTLIRWVESE [-]




2.5

Z Dfit

IR

EhEA

FHB (Date). @ (Time)

T aTHhHET UTelis

1—H%—% (User Name)

YVardEERTULEI-Y—-D1—Y— D, FrF1——%

EEBERFFM (Description)

-]

#&55R / K88 (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown| . [Aborted] . &Frcl&
[Unknown]

ERREFIER
(Optionally Logged Items)

root '3 2" UUID

BA36 /N1~ (IENFEHZESEZR)
root ¥'3 7 UUID &X5%Y'a J LDEE
[Related]. Ffzld [Owned]

Job Account ID

BAK32/1\1 & (RHEXFINZEZZSERV)
BEHNBESNTVRVESE [-]

TINA RAEHEDEE / B8R

=] =] BTl
EEBTERAAIF (Audit Event ID) | 0x0501
EEBESERY (Logged Events) [Device Settings|
BFZIEE
I2ERE (O—AILI—1L L) OEE
=] =] BTl
F£AHB (Date). B (Time) RELBERHIETE UTchim
1—H—% (User Name) VadERTLEI-—Y—0, 21— —ID
EEEEREHM (Description) [Adjust Time]
f&R / HRRE (Status) [Successfull. ZFfzl& [Failed]
BERREFIER [S]S]:5
(Optionally Logged Items) EBERHREOFAESLUHE EHP
FE

P—ERICKBEFAEEDHBEFRDENH DI FT]

[Time change by system.]

[Time change by EPBB.]

[Time change by NTP.]

[Time change by SNMP.]

[Time change by XPJL.]

[Time change by SSMM.]

[Time change by unknown service.]

11— —(CKBFHNEEDHEF. [Time change by user]

KA BRE, FEFIPZ7RLUR
BHZEEET > —E XD NTP H—/1\—Dia5.
2. FEFIP7ZRUXR

EIITHRA

15
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16

— 5 —IE3R

1—4—83

158 B
FHB (Date). BE (Time) 11— —ERHERDEE U him
1—8%—% (User Name) 1—%—1ID
EEEEREHA (Description) [Add User]

fasR / K& (Status)

[Successfull. ZF7zl& [Failed]

ERRFIER
(Optionally Logged Items)

HER1—Y—D1—Y—ID
MHR1—Y—DEE

[System Administrator]. [Accounting Administrator]. &/z(&
[Casual Operator]

* SREERERI—P'—DIBESIF [Casual Operator] HEEERINFE T,

fiHiE

o RELE— RORNFERID EZCRNF. RSN T, L. BRHEEEL Y- DERATHEESINIES
(&, BREEE— RHARAEREILISA THERBRINET T,

158 EHEA
F£HH (Date). B (Time) 11— —-ERNBEEBRITEE U=
1—%—% (User Name) 1—%—1D
ESEEREH# (Description) [Edit User]

#55R / 1REE (Status)

[Successfull. F7zl& [Failed]

ERREFIER
(Optionally Logged ltems)

ME1—¥—D1—Y—ID

1—Y— D BEEEINIEEE. ZEEROI—T—ID
MRI1—Y—DEEl

[System  Administrator] . [Accounting Administrator] .
[Casual Operator]. Frzld [-]

s REBBEHZEENBEEFEFLORE. —k1—Y'—. BLUER
SERERI—Y'—D1FE(F [Casual Operator] HEEERINF T,
EEWRODEN
[ID]. [Password]. [CardID]. [Name]. [Permission]. [Role].
[ICCardID]. B&LU [Other]




1 —Y—HlkR

IR

EhEA

FHB (Date). @ (Time)

1 —Y—HIRERITETE U Tl

1—H%—% (User Name)

a21—%— 1D

EEBERFFM (Description)

[Delete User]

#&55R / K88 (Status)

[Successfull. Frzld [Failed]

ERREFIER
(Optionally Logged ltems)

HHRI—Y—-DI1—-Y—ID

MR- —DEEl
[System  Administrator] . [Accounting Administrator] .
[Casual Operator]

Boall £—

ZE

I5H

shiA

F£HH (Date). B (Time)

VAT LT —INDERENTE T UTcliR

1—Y—% (User Name)

a21—%— 1D

EEEEREHA (Description)

[Switch Authentication Mode]

#55R / 1RBE (Status)

[Successfull

ERHRFIER
(Optionally Logged Items)

FERENE

[Local is enabled] . [Network is enabled] . [Custom is
enabled]. ZF7zl& [OFF is enabled]

|BERENE

[Local is enabled] . [Network is enabled] . [Custom is
enabled]. ZF7z(& [OFF is enabled]

17



L+ 4 BSE

ZE
158 hEA
FHHB (Date). K& (Time) ZERTEEBZRTE Uk
BEEERMDREEE CH - CH. EDEBREREFEIANZIVT
9D
1—8%—% (User Name) 1—%—1D
ESEEREH# (Description) [Change Security Setting]
&R / IRRE (Status) [Successfull
(B EEE]S I5E&
(Optionally Logged Items) [Authentication]
[Accounting]
[Storage Encryption]
[SNMPv1/v2]
[SNMPv3]
[802.1x]
[IntelligentCard]
[Auto Clear Timer]
[Service Rep. Restricted Operation]
[HTTP SSL/TLS]
[SMTP SSL/TLS]
[LDAP SSL/TLS]
[USB Port Management]
[Syslog]
[Download Disable Flag]
[SSL Protocol Information]
[CSRF Check]
EEAE
B / BUWOREZZEE UILHEEF [is enabled] « &F2l& [is
disabled]
B/ EBHLANOREZZEE UTZHGIE [is configured]
158 hEA
FHB (Date). BE (Time) AVI—y M—EZANSSRUIESIE. WRERDT—I7Z
SOHTML ZBB U9 1=V T
BIENZIVDSBRUESIE. [BE] BEICASEIA=ZVT
1—8%—% (User Name) 1—%—1D
EBERFFM (Description) [View Security Setting]
&R / ARR& (Status) [Successfull
(B ESEE]S 7 IERAFE
(Optionally Logged Items) [Locall. Z7zl& [Web User Interface]
KA ME
B 45 N1 b (#IENFIZSERW)
* RAMBHAFREDFZSEIP 7 RUR KA MEEIP 7 RUADESFH
FHEOBE. FFO—-AIL7IEADESF [-] LERINFT,

18



26 TNALABAT—INDF7 IR

158

EHEA

EBEEREAF (Audit Event ID)

0x0601

EBEBERSE (Logged Events)

[Device Datal

SRS
SIS

158

EHEA

FHH (Date). B (Time)

SEAE DBFERIEE LTl

J1—Y—% (User Name)

a21—%— 1D

ESEEREH# (Description)

[Import Certificate]

fasR / K& (Status)

[Successfull. 7zl [Failed]

ERRZFIER
(Optionally Logged Items)

A5F23U

[RootCA]. [DeviceEE]. ZFfzl& [SSCEE]
BE

[512] "5 [2048] =T

F17E& DN

NFHITEA 150 /N1 b

JUTZIVES

BXK40 /N1 b~

sEAAEHH

I5H

shiA

FHB (Date). @ (Time)

SEIAE DHERBRITEE U Tl

1—H%—% (User Name)

a21—%— 1D

EEEEREHA (Description)

[Delete Certificate]

#55R / 1REE (Status)

[Successfull. F/zl& [Failed]

ERRFIER
(Optionally Logged Items)

A7V

[RootCA]. [DeviceEE]. ZFfzl& [SSCEE]
BE

[512] "5 [2048] T

F1T& DN

NFH)EA 150 N1 &

YUTZIVES

BAR40 N1 b+
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AT VS5 1 V&

IR

EhEA

FHB (Date). @ (Time)

SLERED T > 54 V&ix7e UIciFZ

1—H%—% (User Name)

[System]

EEBERFFM (Description)

[Device Ceritificate Enrollment]

#&55R / K88 (Status)

[Successfull. Frzld [Failed]

ERREFIER
(Optionally Logged ltems)

SIBREDFRE®E DN

7 FLU AR
SESEEN

IfH

B

FHAB (Date). @ (Time)

SEFEBIRBRNIERE UIclR

1—H%—% (User Name)

a21—%— 1D

EEEEREHA (Description)

[Add Address Entry]

#55R / 1REE (Status)

[Successfull. 7zl [Failed]

ERIRFIEE
(Optionally Logged Items)

K2 M
BK 45 N1 b (XTI ESFBLY
| e |

* MR FZHTBHEDZEIF IP 7 RUARZA h&E P 7 RLUZADEAH
THDEZEF [, BIENRIVDSEEESNIIBEE [Locall &5
BEINEI,

ERES
ESEH T, BRK 4 MDFAYFTERS (RLUMNNOERT S 0EFE
BEENET)

5B5CHIFR

158 B
FHB (Date). BE (Time) FESCHIBRIEROTEE U Tcbsmm
1—8%—% (User Name) 1—%—1ID

ESEEREH# (Description)

[Delete Address Entry]

#55R / 1REE (Status)

[Successfull. Ffzl& [Failed]

ERRFIER
(Optionally Logged Items)

KR~
BR A5 \A N (XTI ESFRHL)
| e |

* MR MEOTRHEDBEF IP 7 RUZ KR MRE IP 7 U ZOmEAH
TRADBEF [-]. BE/SRIVD SKESNIBEE [Locall &5
FEINFI,

ERES
EEH T, TR 4 HOFAEHMFTRL (R LN OEET 2 0EE
BENE9)
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SESEEE

158 =L
F£HH (Date). B (Time) R EERHIEE UlciEs
1—Y—% (User Name) a21—%— 1D

EEBERFFM (Description)

[Edit Address Entry]

#&55R / K88 (Status)

[Successfull. Frzld [Failed]

ERREFIER
(Optionally Logged ltems)

R~
BK 4531 b (XTI ESFBL)
| e |

* RA FEZHTHEDZEF IP 7 RUARA h&E PP FLUADEAH
FADZEF [-1. BENRILDSHES NIHEF [Locall &5
BEINEI,

ERES
FTH T, BANAMDFABHFTREL (RLUMDOERTS0EFE
BEENET)

UE—bISAT7V DS

7v2>O—R (2F)

IR

EhEA

FHB (Date). @ (Time)

UE—RISAT Y EDBDT Y FO— RIERIETE U TR

1—H%—% (User Name)

a21—%— 1D

EEEEREHMA (Description)

[Import Address Entry]

#55R / 1REE (Status)

[Successfull. F7zl& [Failed]

ERIRFIEE
(Optionally Logged Items)

R M
BK 45 N1 b (XTI ESFBL)
| e |

* MR FZHTRHEDEZEF IP 7 RUARZA h&E P 7 RUZADEAH
FADZGF [-] LEFEINFT,

UE—RNISAT7VMADTOYO-R (24F)

I5H

shiA

F£HAH (Date). B/ (Time)

UE—RISAT7 Y MADT DY O— RIERHDTEE UTcBim

1—Y—% (User Name)

a21—%— 1D

ESEEREH# (Description)

[Export Address Entry]

fasR / K& (Status)

[Successfull. 7zl [Failed]

ERRFIER
(Optionally Logged Items)

KR ~&
BR A5 N1 N (XTI ESFHL)
| R

* KA FBHTBHEDEZEF IP 7 RURARZA h&E P 7 RUZADEAH
FADZGF [-] LEFINFTT,
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REHEROER
IJAR—b

I5H

shiA

FHAH (Date). B/ (Time)

T O RR— hHHET UTelEms

1—Y—% (User Name)

a21—4— 1D

ESEEREH# (Description)

[Export Cloning Datal

fasR / K& (Status)

[Successfull. ZF7zl& [Failed]

ERRFIER
(Optionally Logged Items)

-]

14 ViRk—b

I5H

F£HH (Date). B/ (Time)

A VIR— MAHET UIElRR

1—Y—% (User Name)

a21—%— 1D

ESEEREH# (Description)

[Import Cloning Datal

fasR / K& (Status)

[Successfull. 7zl [Failed]

ERRFIER
(Optionally Logged Items)

-]

2.7

TN ABRHDEE / {EIH

I8 EhEA
EEEERAAIF (Audit Event ID) | 0x0701
EEBESERY (Logged Events) [Device Config]
ROMN—=Y'3a VEE
188 EhEA

F£HH (Date). B (Time)

AIOEENEFD ROM N—Y 3> &, IRTEEEIHO ROM N—T 3>
DEZRA UTFR

K=

*N=VaVEBRHIBZIAZIUTE. ROMTEICEBRUET,
* NVM #IEA(LES. 477> 3 > DEN / AIFREFICIFEEIRENE B Ao

J1—Y—% (User Name)

1—H%— 1D

* EP-BB TV I —hSIERINBEIF [System] LERENEKT .

EEEERFFM (Description)

[Software]

#&55R / K88 (Status)

[Updated]
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158 &

ERHRZIES ROM &5
(Optionally Logged Items) () [Controller+PS]. [FAX]
FN—Vay

BN—=Y3v
s 2 iI=4+
2.8 BEHER
I5E EHEA
EEEERAAIF (Audit Event ID) | 0x0801
EEBEERY (Logged Events) [Communication]
[SFRMERE
EREBEIS—
158 EhEA
FAHB (Date). B (Time) EHF v CEREBELS —ZRE Ui
1—Y—% (User Name) -]
EEEEREHM (Description) [Trusted Communication]
f&sR / ARE& (Status) [Failed]
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158

&

ERREFIER
(Optionally Logged ltems)

JOM3LE

[SSL/TLS]. TIPSECI. &Ffzl& [S/MIME]
BEk

BA A5 N4~ (RIBEXFHZEZFERZR)
RAREZ, FelEFIP7RUR

* IRARZEIP 7 RUZDEANRADIBE. Ficld S/MIME D55 (&
[-] HEEREINZET,

* BIELDEREMF. RDEBUTI,
- IPv6 : [[3ffe:0200:0000:010a:0000:0000:0000:00011]
- IPv4 : [129.249.79.100]

- KA b @ [host.example.co.jpl
* A5 N4 hZBAB1HZE(F. —BIYIUEBTSNE T,

eSS
KEEH

* ERIR7ZIEE (Optionally Logged Items) DFRRHlF. RDED

WTY,

- [SSL/TLS,
[3ffe:0200:0000:010a:0000:0000:0000:0001],3,Certificate
verification failed]

- [IPSEC,[3ffe:0200:0000:010a:0000:0000:0000:00011,23,IKE
negotiation failed]

s BHDIS—HHEEUESIE. 1 DDIS—ICDE 1 {TERSNE

I, 117IEHmKAK 69 /N1 T,

s REUREIS—H 50 =B ReBSIE. 50 FELUBO IS —hH' [+]

EERINF T,




NTP

[EMEEEIS—
1BE E]
&#A0 (Date). BE (Time) | NTP J—/\—E DEEARERE UI-t5m

(Optionally Logged Items)

1—H%—% (User Name) [System]

ESEEREH# (Description) [NTP Communication]
f&sR / tRR& (Status) [Failed]

ERREFIER BE%

RAAS NA b (RImNFHIZESERV)
MA & (FQDN). Feld 1P 7 RLUXR

| e |
TR MBE PP RUZOTANTHEOEEE [, TR MBOSHIR
RICKB LB AR MENREENE T,

* BEXDEEME. RDEBWUTT,
- IPv6 : [[3ffe:0200:0000:010a:0000:0000:0000:00011]
- IPv4 : [129.249.79.100]

- IRZ k4 @ [host.example.co.jp]
* A5 NA b EBZ B5EF. —BIIVEBTSNET,

SREER
H—N\N—@EDHEF INTP negotiation failed]. DNS @EDIS
&l& [jp,dns name resolution failed]

* @RRFIEE (Optionally Logged Items) DFRRHIF. RDED
WTY,
- [[3ffe:0200:0000:010a:0000:0000:0000:00011,NTP

negotiation failed]

- [ntp.example.co.jp.dns name resolution failed |

c BHDIS—HREUCHEEF. 1 DOIS—ICDE 1 TRHRINFK
Fo 1{TFRAR 69 /N1 hTT,

* REUIS—N 50 hZBAIBEF. 50 FELUEO IS —hH [+]
EEFEINET,
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